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Abstract: Unmanned aerial vehicle (UAV) communication network is an important part of the future integrated
space-aerial-ground network, and an effective support to achieve the global three-dimensional coverage of the commu-
nication network. The open characteristics of wireless channels make UAV communication vulnerable to malicious at-
tacks by illegal users. Covert communication provides a promising solution for improving the security defense and pri-
vacy protection capabilities of UAV communication. However, the overlapping characteristics of the mobility of UAV
systems and the requirements of covert communication scenarios bring severe challenges to the collaborative optimiza-
tion of network resources. The UAV covert communication network was investigated from requirements, challenges,
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tential candidate technologies were analyzed and discussed, in an attempt to outline the overall framework of UAV co-
vert communication, and provide guidance for the subsequent research on UAV covert communication.

Key words: UAV communication, covert communication, resource allocation, game theory

WisHEA: 2023-03-08; fEEIEHA: 2023-08-12

BIE1EE: T, whewl0919@sina.com

EEWEB: EXARRFIESTIHNE (No.62001514, No.62271501); L /EAIH AA ikl (No.BX2021371)
Foundation Items: The National Natural Science Foundation of China (N0.62001514, No.62271501), The National Postdoctoral Pro-
gram for Innovative Talents under Grant (N0.BX2021371)



D

T N A5 00 48 e oA R 25 Rl — A AL 9 2% 1)
HEH BRI, RIS P48 PR A = 4T
ARG NA R, RAEREE . &
T ANASSZ M T ¢ B ks e PEBEAE A
HUTEE S BRI S i) 55 S e AHLBAR (R IE K e
TG RENFAF S5)E, BB Bl
IED,

T2 A7 18 BT TR A T A ML A5 P 25 5
ERAREA B ESE, gl T A
HEHALEFE T IAT IR, WA 2 A iE
KB w0 W AE &R,
HUIEAE P9 45 1) 22 4 B A 5 B AL DRI BE 0 © R
R ERATIFR, 2T RELMEMEN
RGP,

AR, FABOBE N — A RIE T2k 24 1
H M & 32 R0 . AR FE B )z %
SR, BRICGEAE 1 H AR AAE S A I PR 2
Ko @ 2R TBERBIN DT ARERD R
R, NI I B BeBtE A5 47T A s i H B4,
5 RN E A B R 22 A RN B 6 A A A
TRy, HIBEAT AT EeIW 5 KB, &
FALE Bl Ee . BRI EAT R ER B i K
HORPR, InJo e A B AT BE 2 B ER YT A
BAG R, AR NI R T4 R RO
{5 S0 ROl (5 BoAR 9 TE AL AZ P E5 324 T
S IE R P, i Ie AHLE A 2% 1 I
B A DRI ISR T8 R AT RE

ASLERTR T T NHLAEAE 9 2% o (i 1%
ARo B, WEERNEL G AL 4T B PIT T
4TI RSB SRR UG BB
TR A D 445 3 5 T SR 2 R R B AR AT T 4y
B, FEVERZEERHET I, K, B
B IR T o NHLER OB AE P25 b BT BLEOR, AL
FEGRUR O R AT | R RERAE L B 2 1A O

HOR: JRUR, K4 T T ABLRIHOB A RS AR
SRR 7 17 DL BT (H6AR, 564 25C TAFt
7 1tk

1 RRTZ&EERAR

R ARG T ONATTN TG 2 N 4% [ A A R
FE, RERAMBURE Sl TR B L. B
TN B NUR] H To 4615 18 22 S R Ve )
HEZ AR ERE FE R 2Bt it
TARRE, NI B A T BN BT 8
BN, APREET RS EEGEES,
ek H P el A M USSR IR R BGEAE 7
(R B AN B S5 FRAME B BRmOIBAS o — AP iR
WETC 2 AR, e H AR 2 SR AR AR A
MEZR LSO E AT A, & EIB(E 1 HiE 24P
LR, SCRRIOT VRN £RIR T Wil 38 15 AU o Aty 70
W KREFEARSRAT R, 0 T RRKRRETT
] o AR SC TR B V0 FNAE A BTN
0 B TR BB S AT A 4
1.1 PRRBEEMEL

TE B HOR [E ZE A e B 7 7 1, A AR
BT RGBS ) — SR A ) L, KR T 1S
B T AFRMEIE M T RIBRBOE G R . G
NS T NCIE ek (5 ST e il S R S i v
HERMMEERKMMAER R, REHBHRE—E
KRG HRFE . SCHR101EE 57 1 b0 14 v By e
(additive white Gaussian noise, AWGN) {518+ [3
WAE PO ARE R, At TEARER P AT
ARG A] DLA] SE H RS i) de K5 B R A
fithh b, AF 70 K v 2 1 M RS S TE 4 R B
Frgigt, BticizEEt™, 2k mu,
ZHNZ i1 (multiple-input multiple-output,
MIMO) AWGN {5, JEor 4 7 7E R 1 495
TR R,

RGP TR R, BEEM HEE T I,
Al EBL T%. XA e



3

BIERNE 2023 F%E 8 HA

fSaIT 0 BB R R P S | B TE . ROEIN [R5
BRI 2R H AN 78 VRS THBR OB (S It RE . BFFTIE R,
FE ARSI 7 B = 0] e 7 T 2 1 14 T AR PR A7 1O
T, AGTER HEGE T 675 AR T LLERAS IR BR
iR O, R, 38K P AN R R R R
T+ R Gkt R e BT S bR IR B rh IR R AR AL
BT B R Z SR N, WA A E v L
Toik e, R AT 9 M 7 AN S T B R 15 1
S BAA ISR o M A E LT TR
BN, {538 A B A5 0 S A B T S IR i
BEN A XHEEAHE SR, SCHR[20]14H T 15
TEANHE 2 R Rl 7 i s A I TR, 434
TR E TSR AR I AR . SCER[21] 5
T ERBERSERBMAGEEfE R
INIE |27 walllrm =&y oalill s P I W= N
ENERIFE . 5 AEIE A E KL, EARE
AL WU 7 o5 A i B TR0 A A AN E PRI B, R Gk
M7 BT AR T, SUkREIR, AR
% REL e A TR S A5 B g 251724,
TEP)ELJZ ) B OEAS BoARTT T, AR InACE
S EUE A5 3 (weighted-type fractional Fourier
transform, WFRFT) 15 5 IKRFE T DA LIRS
WOEAE « SCHER[251FEBkM . EHo =2 2 AR S5 &
ok WFRFT R4 S 4R, HFH
WFRFT 155 H2Em i g it FetE sk ik i 2 3805
SHIBSHROEE T %, BA ESRI R ST
At. 1241 WFRFT {55 2/ EA 24 0y
PRI 0 24784k, IR TG BT B 4h T 1 2 B
DL KSR H B SO 28 e S B A e 2o 3¢
R [27] & VK I F 2 0 $oid B AR 3 (general
multi-fractional Fourier transform, GMFRFT) #i{
M T 28 2 % N\ 5 %1 Cmultiple-input  sin-
gle-output, MISO) RSV Z 24, M@ T
MRS LB EEEL B b 22 4 B R B AE R
SEPL T AT EE N HR KT, GMFRFT 4 OR3 AR ¥
W52 GIT o« SCHR[28]%H 44448 WERFT J572: Rkt

HIRIA BN E T BB — A2, /iR AR
WRHESRAE B2 e, b —METZE
TIALZE 7 8 Bk A8 46 (multi-parameter WFRFT,
MP-WFRFT) 1) 2 4B 1 i) T2 BR o E 7 £
12 fERARRI
FERSOBAE 57 R vt I, BRagahFl
MRS FIESAER RS, &R L ESENE T
PLEliE N LM S EE A 5 NME
T-HHL I A kAT A X Tz ehL, DA S T
B B AL T 3 R IR LGS 5 G 0 R S8 AN 8
P, A TRTEROE S KGR LA
M AIFF e R N TM S, FHESESx arr
WG RS A, [FTE RSB AL
R 2 TAEAE AR ch e R, Sk [34) 4
SAF BN T R B S e L 4R B R RS
AR A B R ROE R, I T RAESH
(RIFEIA o SCRR[3STHTFT 1 5= T rh 4k 11 22 Bk 2 KRk
FEH T %8, & 7 T [ i v R i 81 i T A (1) 2
L. ERgkiERRrEal b, aT L@ oh R
il A 54 1R R R s R A XU e 4k A m DA
LA EH P ERGRE, HA R g X T
ks T 5 LR SR s Y R
RN RS, FESAWERE, ©&F
ANHIN T N T 555 SR @ s,
S D ER s R A — AN I T T D
BEGE R AN R AL B A E B3, N A
TR A R AN R B R, REACE
P28 SR, W TR ERE R gk TRy
Me. THMER. ERBESE . £LREE R
gurh, BN SN HR 4k S5 I AE A AR S,
6 m] AR A 1Y) 38 {5 B % S PR Be ke B
FEW FUATS T I 3845 59 A B A L A DU RE 4y
P PR, Ik, £ ANLEAE %Rk
AR i, e R AR A Y AL Cn B A #2 3)
PED 2 BUE I 1R 2 B3 i 15 5508 1 Be PR AR
B 2R, WA TRERNITEEEESE. N



4.

S, 0T P S N P B A £ SR Vi 2
— N EEHFTT

2 FANBERIREMETE Sk

2.1 ZANEHRIBEMEER

To NHLIEAE W 28 45 i 8 To AN HL 2 G Fi 4
HLO AT LA TR ABLEE M E I 32, RIEE =
KEEMMEM. £EE 2013—2038 F LA RS
A MAED) HHMIEE ST A RGHIGK 9 B
A Z P BT AT RGi45E H2%
Kl €2017—2042 F TN RGLE AL D) TR
T MU A RSP I . B0 (s 250,
e g i@ s Mg A b, BT R AN A
At TANEE R AR S, 5%, T
AL AT B v T AR Ge b i By, P 7R 5530
BBl 7 AR AEROR 22 5, XN o B =ik 1 —
SERM . HR, TANEE T A RA RS
E) N NI T 2R PN B i 1 E DA A el
M T AMLA]E 2 (8] v DLSZ 45 I 38 sl # 3l .
Gb, FERSES JRESDIFEITH, T ANLS
FEWAWAERKER . KT IEANIEE 5
FEAFET AN gk, BahlgitH

_____________________________________________

FIEHR A7 5000, SR, B8 {5 4 K R A
FEZETRMET, TANEEZEMEZR)
2 el
TAMLERORE MR ZEEWE 1 s, T
AW AS WX 28 B A P 2%, BEAS TN
WL b i A = 2 D8] F 2 s fE , SR B e ALTA]
(73 A5 B . b T e AWINLBNRE J758
R B8 A4 10 (5 75 B S B S (Al B . Al A
3 29 3 RS 0 95 AR A R, IR
REAFAERE BB T o e )2 2 TR A DT A% Bk
FEM, REMS PR ARIT B AR RUEAT DTSRI . M
DIRe MR, AN DAE R EE s B v A P
PEALIEAE MRS, TR T 4k Dy 53 Be ) - S it
i M55, [k n] AR R R TR L ik 2%
XA LAk, H T X4 HR AR 2 X I A B
TSRS 2 (RIAT F IR A T B dos (5 #ik, #e
WA B . To AMLER R {5 0 2% 1 m] 5 H A
WaEE, BT R — AR HOEAE PI2% . ST
BR[43 1510 28 R — R R RN 25, 3R HY T2 1T
FRAAEMN = {55 (improper Gaussian signal-
ing, IGS) BXEMALM) AT L e mg . 15
gEHRRE, BT IGS AR W _EAR T 1

FT e ar T RAWUMRGEGES ))-
/,,,,,,::,,:: ,,,,,,,,,, -:,';:;;','L:,.:, ,,,,,,,,,,,,,,,,, 7 / ,\,;,,,_,,,,,,,,,,,,,,,,,,,,,,,,,;jﬁ,::,—,:f:j«’ll
L\
S / \
A ARSI e
/ \
ﬁ— """""" 2\ 7 Hh T
(") /ﬁ N A
//”2¥&§ﬁ\\‘\\£[,” .................. 4@ g
5 E ,,* E ,|E| L@
-3 R S - B DD .
I'_____ __________________________________________ |
R - L ~ GRS |

1 TAHLFE MR 5 M 2% 7 5



T

BIERNE 2023 F%E 8 HA

=55 (proper Gaussian signaling, PGS) J7i%.
22 EERARHE

PN SENIb N ATTR= NS W N e cAE )
> C7 AN E PERT DR T RGE I B A
I, FEREANE ST SR | (S EIRES A E 1
ES B~ i S % N D S =) K AN S SN S S R
Bl BRERITH S4BT AL IEARIRTNER . K
EMEEE . FERIT A, A BB S 2 A T E
TR, PRI ARG AR . Rk, FRRE
ERGVER T OCHAE T TR B 4k . R AF
TH KIETEE . I SN2 B . 5%t i
WEMZAEL, BT RANREEEINME, TA
NUBEMSEE G E . BaEE. R~ s
5 A5 7 T 2 I H AN F R AL T AMLEE R
BT AN R GRS S5 R E ) R R AH
BRI, FEAFELLFAA.

(D) TAWLRRGEAS M MEE (line of
sight, LoS) HEEARFIEIG R T 81547 J ik iR e Ul
MR . HH T B W 7 B e T A AR A i
I LS 5 AR R S AR EAT N, BRIRS
WEMERLHTBRAHE A, FERE
SN T VE DR R PR kT R A R, DGR
B INREAT N S g EAS N 2% T TS
TEAHEL, PRSI KRB T RS A E 1%
For I 77 e S v it b R A5 T AL L AR
W DNERAE, e 3 B G T 2 AN E MR A
P % 4] 2 W) 2 T A AL B IR A5 P9 285 THT I 1) — K
i

(2) B A&7 [ # BN e M RS D 7 1568 A
PUBSHROEAE RGvt HHPR . AIEAE SR
UL, T ANIBSHRGEAS R0l fows i 75 P Re
WAEAWFE AL . T DABH A VA BEAT I A7 B 1A
D5 sl H AT 2 R ROES 77 R R RCR KT
o FEROEAE REBOTHHOBUT 207 E 498 A X FR
5, IR B 3 361 3E A e 1 DA S B
B REHE I . 1 R Bl e 2 KD 27 AR

FE, BT ENKRAWAA TR
o KGIAT AT N, BN AL B s
52 25 PSRV 20 B SRR A 8 I R 8 A5 R G it
HMEFE

B I8 15 BEA AT TE AN A 22 4B A A
B FA LR 3 B 0 SR AL T AR L AT 5 1) B A v R
%, (HEANL RGNS R S S RROEE RS
SRAH AT B R 45 I 248 58 R P TR LA AT SR ™ 08
PRoR, AFAEE 2 B AN A M A B A A R o

3 TANRERKIBEEMEFZREEELA

3.1 HiRtHEMAIER

oAV HOR S R GE b1 S dh i ah &AL
PR, B R AL 22 R A5 B DL oE e B4R
2 Y R R D S T R TR AT LR A
/NI, oL T AR 42 R B R B e SR 15 B
e, Herp A BIR e BT SURE e N R G A FEI AL
RO E 4 IR, RIS TR F A, AR,
bt % Jo N LRSI 15 2 48 Hh 17 i A S A 1
m, MEIRIEAR L, f)RfE LR, )
A FCBTIER AR R B A A B AR A L
BRI RS ORI A sCBHIR T AL
o WHR P RS 70 A7 AR LS S R & 2K
BRI, WnlE 2 PR

A& RS S CRIECE B QRIS FE
AABEERA P EE CBFERER. EER K.
ME. BHMHEEELR « EANGELR (BFETA
PLBEREST GLE . B, RERESMEE) « il
TRER . MARSMPHERRESE S, RERS
HAr g ses . e, Rk, Bms
SRR, IRECE M LR BRIR, KR SRR R
g P AT B, T e ABUAT P U S 45
ITHRAT B HPRESE R . R S A 1
FOEHER IR ORAT . MERESAE BIRME T
L i R L A B A R AR N TR
A, PRS2 5 2 A A SRR R 158 FI % L o



ST AT VS
. i , ; KB
T i
| | T o i
' ek B A : i g
iR R
_________________ |* e
IR YU FUE
{ i
=
' : e
eI | BR W s e
mas | : ﬁi T
RS P
.......... L W

.................................

........................................

2 VR S PR Y

FEo A BRI R v, — 5 T e AHLAN
JH P e 3 R R i 2 ) 25 5 R L A S R oE 15
M, A5 B PR SR AT AHNAT B, FRER T
SRR 5 — O THT o SR AT PR B A5 B T
P A I, I A AT 25 3t T HE PR T AR
Fasial. IR R A, AT A B i (5 R 4t
BOHRAUE B 5 R AL R %
U, W UM AIALAS 57 21 (0 75 AU L 2 i
FE, QAR R T2

X AN B A M 2 454, 7 E a5 & Bk
Wy R AN A AU SR R AR A . VR S
ATV FERAE R, Serh S5 5 A X5
IEBERT DIOFAT A, el LA AT . A X/ R
REFH P B R B S L, PR R AT AR I
AT RA R AT AR 4R b 207 45 2 45 R I 25
ARSI, FREI R T A A PR RE s X
TR B TS 35, AT BLSR & T A
Jiae TR Z B, TR WM L
X REARHEAT 737, AR BRI B AR A i,

1 A8 P R B R ik ] el A Sk R B v X7 X
TRE, AT 78 53 1] FH 9 265 2285 4 e
3.2 HEthREMEERIE
FEVR G A 2 BRI AL, 2% BER S
ARG HE (system performance) 77 Bl U E T K
BEAMRAE bR EEXT RS TIR, 1] LANEE A B
VAT ANAUAMAE GRS FE AT X o BEAR TR IR £
TR RGBSR AR, AT
VS ARAETT RUHS 5 5 T B A B Al 65 RO B R Y
H—BRE, WIRER. WS w7 5
o BEATUR: TANERIBGE RGW K
& dk. TIEZ MWL SLAE, Fik A
ARGV A RE, T2 E &A1 S A
. B, £k REd, 58
15 B B 5 A0 5 R L) o 4K Y s L K %
M RIALE . E2DNRGTI RS
RS R B TP 2 A AN R R 2K
o BT PN £ 5 B 2 B (5
R R .



BIERNE 2023 F%E 8 HA

o MRBTIE: MR GO R S I
Worea, FERAECEN B, W
AN R IEAE A WS, RS TR
S o AR BTN R SRR K D0 AL 2 AR Sl A
B, XPIE AU AR, Ed
EE A G AENR,  AT LA [ REEAN
JE b AE AN 1 e SR AR E P, A
T Ak HL P A5 AL RE -

7o N LB I 15 2 8 R e DA WY 2% B il Oy
fitf, 22 AL BHIRILFEAE A R . Bl 2
P WNGINGCY RS s e P = N U S £
WAL, R B A A R AT S A
BEFEAR, X LEIRIR FLAR L A5 A B R L
FEGHR R R o, 255 25 R R R (5 1 3
i RANTE AL B T4, WO P AR 06 o
A AT R AR 55 A 22 A4 L3 H e AHLER ik
WA R L MM RERILAE R, MK RIS
RGUREZ IR B AR KR, MBS RS
MAER A IE 3 s, BAAIT.

o FPRIR B R MBS IR FR 0T Ak,

BARGNEAEE N RS R, Bk
REEAG TR, FEEE. LR,

A I . TR A . BRI
FEM S, MERGASENER. W%, K
IFSESFRE ST, AT A2 I /55K
WA Bk MRS RS =TT R, %)
T E R O S AT NI R . %5
JE S DN T AU R, R TS
T R E R AR A M R R R . MBS
ZAMBEYE, FRHOEME & — MR IR 2 4
Jiie NRERIEE Z ek, W R GRS
AT R
55 A WEAE A 55 4 U5 R, RAE
B G SBL ARG 5T R AN A5 Rk T
AR . BAAR bR 32 EEAHE & AT
TR RN TR RERESE. AR
FETNHUBROEE R, TANAMAF
FEBAS . TIUTHAERE, 4EFF AT RIHLIK
REFE LR ANTT 2, Jf HAUAERE 7 i
R #fEsE TIhE

BEAN, R G R AR 2 R SR
HEEBRIAAETEAR . T 2 A B B A A
SN, ABDIRAE BN A LR . TCIR WL
RIERAEL 2T, T EHIE R G gtk U

_________________________________________________________________________________

AP i

i@ﬁﬁi (R E EPW&E%][

EXw 4l

-

~a

-o
-

5 R o — MY i
: (s o
i\ o em s - kiR gt | |
ar— : | =
<77 i ARy T D

-~

B3 M2 B S REAER R



«8

IR AN E I L o MM 1T B e R AR L 9 A
FEBLUHHI N A BRI M R T390 AL, D bR o
W ZR BRIy, 0 BRI A 7%
Fa g SZ FRF Tt gt T AR R R SR
3.3 HRMMEIEEXERA

WA SRS I i LSRR, A N1 e 3 R P 4%
W55 FIWT 2 SAEAEIEE AT . Rk, e
B R T PUNLTh 28 B ANl 7 8 fe 0 SOl e Il =
RIRHA TENNLE AR SN B RE S R Gt
R TR, AR Ot TR . it
TAMU A7 B, w] A5 B ik (5 &R Sk e
KT TE NSRS 1 ZECHR EE LR 1, 06

RIS, AT DU e 8 T A AL it Al B bt A 5
P%%, AN RS RGBS Fon B KW E 4 fr
AN, P AR R T R g A A E . R AR
SRR, BT RTINS ORI
WEFCAT LA 9 B R 22 F P P K

Az

y
MBS HOEAE R SR EAT T ELR A . s
33.1 RAMIKE f
24l T30 A5 T b A R B3 TV A A B4 BN RROE 5
F1 XTFRANBRBEMEZE R LS
FEHR BRI WAL H bR FEEAR AT i FEHE
[44-45) SRR fEmELL Bt R4 Ih% o= N i
R D% T AHLBE B 5 0 Je RS
il
[46] ERICETE Kaiitt Sl YoiE =t oA Vo X i
il R Gk
[47] ERIEETE Wik K2k PANGIE B0 MBI
o R T
KA
[49] ESTeE e HhE WA FeM
R4 Th%E S9N17
T ABLERE
[50] CABEHGNL PR Bt T NI HAsbr
AT I} 8] 45 i
R T
[51] SUT RN Pk Kt PANGIE B0 MBI
KA AR F i N TS 3 %
AR G
[53] T AL 4% e Kt R T M DL
HhE HRAL
3 R0
[59] AR P 5 R Kk il pued T NI PE LI 2%
JIIEAE AR AT S ES
[60] AR S~ e Bt T AW F4h 8 R D5 RS 4Hi

AT




BIERNE 2023 F%E 8 HA

Btk BN e A AL — A 1Y AU AE 11
s SCHR[447383E 7347 Jo AL BE AN Zh = 3T B i
RN, BT IRERE. RS AR
MACAT Z T R il . 7R LSRR B, SCHR[45]
g th T AERR MM E L A SR T S KA IEAE R TG
AWLE o AW AEER I T 2 18] ) B 25 A £
FE) J7ik. HZAHMRN, fElERENRT, X
HR[46] 53 M 45 21 1 {5388 15 Be i P 5 K 1K 6 AL B
R EALE, JHEY T 4, =48
1R AR A A A PN OB i R 7€ | 2P el
J7 MO AL BA E , SCER[47198 T 2 T3%
#2143 fBl (successive convex approximation, SCA)
R TC NV RN ROE D R B G AR, SkBL T
SP¥ BRI e KA . RTINS R, X
HR (481t Xof a7 U AR 41 D e 1) 22 R 2R 1Y R 3%
5, ST EMENAARLEA, HEET
SRR B /N IR T 7 AESEBR s,
T NHLAT RE TGV SRS 7 A U 7 AL B, S
BR[491F2 Y T — Fh 2k T- I 23 P R A H AR far ) ML 2
WEIVE, IR R R TR AT
AL B S P 2 A kb R A

BEXT—N T ANHUIRSS 2 A i FH P A0
SCHR[SO01E 5 REAT PRALI G &L T, BIEFE 13l 2 Be
W2 RS AT ) R G AL il e b KA e/, it T
BT HOAbR R BRI (8] 230 T . R IE D Z AN TE AL
OB RAL TV SCER[S115 X T ALY
50, TANUEREBCR & S H P IE(E, [
P R R 2= e N g s ARkl 7 . A
R RGiERE, TELZEFHBILTANILE. AT
MR DI RAA SRR R . HTEANCKHIE
TS ZANHPEE, mny ik, ik, £
H P Z BAEAEAE B4
332 FRAMEHSF 4

BT A KR B I TE R B RO [ RS 5 RS )
K, BRIz, T AL 4k B
(B R AL S — P TR T %8, T AN gk 4 B ke

MBS 5 Fos . SCER[S2MERR GBS AR T,
KA A A SRR 4k 1) 5k D 3 DL B Te AL
®ATEE, Mis KRR ERE. iR
SERIE T RGBSR BE - SCBR[S3]¥ 1t 1 —Fb
To N WL A v A9 % BE R 10 (reconfigurable
intelligent surface, RIS) Hfi Bl iiE 5 HIHESE, i
WA BT ThE . A AT AL ZE R A RS
B HERL. SCER[54170 M 1 SR 18 T o AL 4k 4
BB ROE S R tERe, A B ANLBESE Jyrh gk
HRES, XIENTIHRERITT . A BT
MIEE, AN R DE ARl gy, filtn,
SCHER[SS]HR 1 —Ff RET I A ARSI 11 22 8k v 4k
77 30 SCHR[5617%5 R& T A MR 77 m] LAid i 1 4 Air
BRI MRS, R AR PR AT R A
W5

@_aws

II ~ B
!
!
!
T \ ]
o wma Y o

L )
A

( Hll
K5 AL 4k A B RoE &

333 RAMSHE T A

M TR % 2 — B 3R T B miom (5 &
GirERe, RIFTHYEBIESROEE WE 6 Fis.
SCER[57]EE 5NN 2 RE TR EANE 2
AR PR, D5 RS RAER TSI HL AT
USRI RGO « SCRR[S58145 th 1~ X Bl e == A1
RFIhEE TAWALE . T AWIE B E L 6] 1)
K&, o TR INNF IR RT, KA ThE.,
WNGIRTA=RD VST SN IR oipr Y9 el 58 1 e
ISR o SCER[591K HI e AWUE e Bl sn H
PR ROE AR, W Tl T A O T 45
(generative adversarial network, GAN) HIJC A#L

=y

B 5 2



«10 «

USSR R A AL B o SCBR[6017E TE AW 2 Hh
S GINALF TN, 0 HT 7RI A A U
PERE, Fm IR TE AN TP AL B DA
THITY 500 R 3% Th 2159 B e K IR R . 73 4b,
RS AL B O AR Bt AT DL Gk N T
(artificial noise, AN) PARREGRGINTY & SCHR[61]
PR T AN =G B E R AN ThE DL KR S
Fl (Alice) FIBEAEMRAGFE, H#5T Alice KHF
ThEEFN AN K5 The it et i dir ik 0. SCHR[62]
38T AWGN F1 Nakagami-m 1518 245 T T AML
PER R FHALSE IR B ROE 2, A JIRIE T K
FTANUE AT HHURT DS TE R Gi 1 BE

1 KAFFARA

-

kz —
//R?m ,
Ve
/
Ve
Ve
Ve
)
Aﬁwm

()
1N
o P

V()
iy *————@ S IFTHAL

Ko ASFTHHLHBIFRRUR S

TN RAE ST PR, 7T LA ILAETC
ABUERERI S DhR P S IR A i 2 1
—ERARIRR, EREEX T S PRI A B
A TANLRERA IRAERS mBkdl, T3 — Lok
R R AL 58, EAHHERGE ., RS Ih%R
SEDTTH RS SRR 7 LR 5 IR T AR PE AN
WE TR HIK 2 P BRI L=,
R R AR D7 300 AR 5570 e DA S A 12k e
FH, Z R O IEE; fea, B ANLRRIROE LS 45
TRRE S TRE T, WL TR R I K 4
TRA A BRI BAR . PRI, Al AEAG IS sl
S B2 F S 3 51 5T 3T 4% 5E R P
A, EAT AT Rt — PR

4 RFMREE

41 ETHEEZIMEKER

f#Z51 (game theory) 1ENMNFECFA—A
BB, (EINZPEH] . TR BRI 4 il &
YUK CAREEN)ZNH, Rl 2
RefR) MBI, TR kRE
X7 AR PSR . £ AV #OEE
AET7 SA I 7 A BT, P TR PR SR I
KB — MRS AR BAEETT (EEE R
Ji) —IERE, Z2AEET A Gl D 2]
WENGEREEEIENRNS. EERT, &1F
T ZRANAEA AR 8 2R 2518 25 77 07T LUAE N e AHLEG
MBS TR P RO TR B A T R, T
TR 2] RS AL far a1 7 P

_______________

ki WA AMEE R

K7 BT IR S R L

M IEER P 2 RS ER R, EET
SR RERR R, BT AL S RIS A
IR SRR SR — sl xptid e Juik, W)
DA FH B 3EAA K% (Stackelberg) {2457 21 i X 4t
BTAE SRR E LR AN AR Z 5% (BIXTHE3A
B r A3 A5 1 RGN Y 0D 22 1A (A LR 0%
Fo HAT, PRBIHAE IR Oz M



11 .

BIERNE 2023 F%E 8

F 20 FAn b 28 53 570 e DA R Rk S e . £
P BEAAA E gEA B SR B R
TR FRSE M E RS, XSRS RIEH T NE
FE s FERFEEE A B B e i R
W, XX RIER T BRI B bRk E.
FERSROEAE RGh, 72 E e EE s ik
DT R E NG R, AR A FE G SR FE A5
R, BT R R A RMET . FB RER I T
FEMAEXT R, AT — P AN e A {E AR
TR AR SRR

AR BN Hidg s N R S, R
T A IR B B0 AR T R A5 B2,
A] LAy 96 53 43 A 2 58 42 40 A 205 ) JVE
Ko WonmFdEEhEES SEERI
IHMmZEENESHEHE LS, 46582
PR VAL 7 BE BT 9% U 20 BT SR, d L N (best
response) « JEIATEN (fictitious play) M H %
KA. weEsmFIEETEES S HN
ARG B O SR AT 2 BT SRR ik, AT
BHAMS 5 H BN G, AR
3] (reinforcement learning) . 1H% & AN &
ez, g A 2R WSRO FE A S B B
MGz —. sk, ZH P IR E A7
TEZ AT i, BT v I SRV B 5 e Sk B A
Byt s AR AR T
42 ETFFT A= B ER AR T8

SCHR[OTHE HAE TE AW RGBS RAEH 5 AN
e Ve B SR H R 2 — A BN LB B 2Tk
BT AN SEE SRS, o
LR KB 7 A e v, XA BT KK $2
i Alice PIRSRE . TE AMLRRFELE T m ke 3l
FE, TN PEX Y s 8 2 2 a5 s 1 EH
OS2SR . H i T 38 = 22 Al 5 B picE (5
R 2, B AN B 5T 56 40T 5% i 384 B
/g AP U R TR E Mt BT E LS DA N AR SN ST e il
& RG M RESE T 55— R A 1] ik 20— 09T

R AEXT A, AT R S A A A
Bl T R, AHIEAE T R T s A A 1)
fr B IRTHRERE, B TE AR 35 B2 e 3
W BT N R BT AE

225 VR BEAGH I o7 BB PR ARG % o 2 WK H i
LIRS T R, T ANEE RS stk
e, AN AT DL e R S AR A I s AL S TS
MVERE. RIS, 2T ot m] DLE B A e
)77 L BLE s e RS R I . eI X T
TN B F X T EANEEETE, 1%
G RO A5 T IR IR RER AT S 4 . e 4807 1%
T e A4 52 A D0 T A5 T8 5 v R 1 S B e i
Gy AERARITT SRR B SR B 2 B R R Y
SOMA, HE L, TOVEORUEIEAE A S LA J7 Ao il
A A A A B R AR .
e, JEAE T IC AT DA R S i i B 2 ] o7 B B
T6E RS SIS T T AR I TS 2 R AE AR R B
%, HENBEEREERER, 2HRERE.
TR L AR

PUGEME DA R ] 1 S R85, i
N IR IR AE 2% . ] 45 R PR Fh 2 AT DA
SCHL 46 R R OEAE BT 4% TP AR AE 2 %
fEBEHE, 22BN A L Ei o TE i s Bl
B (5 Ny, W] DU T A AT T 4R R A
FET IR B M 2 A AR R ] 8 P, 24
Te NHURT BLR FI T Fcibe i 1) 05 sCREAT B 7] B e 1%
i, RERESEBLRANTEANIIEB BRI,
PR NS R AT DM B A )R b 7 A
7T, JE NIRRT LI I i e e R A7 B T
B, AFE 2 R AL E R E 1 AR R X 25 5
HR A . S —J7 i, ARSI N E E R
s AT RADEA S b B A A R o X 2%
B OBAE AT ATE 0 A 4 458, AR 38 5i d
G ARG,
4.3 EARRRGEEENEEEIRNDE

B B URAT IR AR 2 ) S A 1 04k 22 Y 3k



e 12 .
K5 2 R Ha A5 2 R R R 2
| | | | ]
Y
Fe kIR -
AR DT 3
7 ST Weas A
~ ik © | ek ““~\\{——————— Bk
: E
s IRBIA [ s agghs .
) v BB | — K2
~_ [t F
- RS ' _____ - K3
il 2 =
:
| ek | ey
\ ) ;
et s [T e L

P 8 T IR B T B P 4 9 M 4o

T [A] - IBUR O AR R EIETROLR . S EH
JUAS Bl Al AR 9 FeAd P R doE A5 S A,
SCUL A G H bs e 200 BT A 84S P RS AT
N, WREERES DR SER S E RS S
REUET S Z A A S BRI SE. tesh, i
i B RGAE TR AS5 A B8 % 1 1R JRE SRS
SCHUREAR B PR VT FC P [R], 1 s i SO T i K AR
A AL AZ B PR

NSEILTE AHLIEAE W 25 ) Bl e i, 7T DAZR
5 X 2% R B8 AS T SRR T IAL, AR
T 5 AN R R B P R e AR KB T R 2% B
WERE . BT 2 R TN B 2 TE ANLIEE 3
S, FENL A TR IR S T R T
TR PRI AR, I3 A 2 T PUH L B dam 15 1k
BEMISZNR s JT-SRh AL AR (0 19X 2817 s 2 e T3 [7]
B9 Fron, B @ AT P S B A,
i A AR L PR il e o R B A B R T
TRRRERE SR ik, —MEMRBTFRITT A
FEBETHIE T A2 B ) AR5 e ) R P AE S
PR AN BHR 7 B 7 3, F T ) H b R
B E AR

Bo T B A 2615 s B i IR

% REGEAE R GAE KA AR I 23 1) 7]
i, e R RS ettt Fal AR
ZANMEN S, A DT FEEEEOR OY it Ok
IEE B Rt (HA2 % REERHOEE S i wt
FOLAL TR BL A K& PSR R $F
BAEREXT 2 AN A P SAF TSI, 2 REGOR
FRIT7 1) P 40 K A5 S B R LI, (H B R KR
WAE RGBT R TR EE RS
T R BURFVEIE RGRAG 1015 20 IR AN HE R £
BERERRER, AEaEBA 0 THARS Rt
AT RESE RIEAE T R R, Dk, 2



13

BERNE 2023 FHE 8 HA

FE RGIBRMMEI RIR, 38 75 B FR Sk 1 AR fe ok
H5ERE.
44 KREkEiHaHE

MTE NS X 48 1 1 FE SR, AT AR A
A7 B ARG B A TE AL ] (0 7 =38 s A
EHIBRIRE . b, BFHEARME RN T AN
WS 2% LRt T2 . 1%,
R AR TEIR S S TG A 4 B PR i S S T L 4%
LB LR BAIR G, iR m T
LR35 ML P BE . BRBCE A I — A E B
S A 7 T8 o WA A PR A T 5 AR A
BASATA,  BINERE S I T AT LASE nAS I 77 (A
e v, VR FEH IS A PR AS I HERf T . [
B, B S S T AR G YR R B e 70 AT DA H
R ST, BRI 7 FIW R . Fok, AR
WESAEE RN AES, AETHAS
ST BN S IR BT GE o N SEPLEAS 1A ok
FRRML T, JBE R — & —Fa ¥OoTiE, 18
TS 1 [FB SRR T RE, T A B e b FE S A7
BB A BN H K. HET AN
A5 RE T E IR, P LA — 0500 it SRTIA 2%
BREHATIN, SIS — B — TR E BT
UbAh, SRS R B IAH et B,
BB BT E I, ST A S A7,
WS ISR G R I E . e
IE) 3 BT 3K A AN i o M — A A

5 ZARIE

To NHUREA B 805 75 SR AN AL By [ e
Bt 7 IC AHLEAE R 28 P A g . — 71
TP AT, HR REAL KT B2 X
WA RERIRA ST, AN 2552
ENIERE NS SCHLERIMBTE R B 0, AT R K8 55 1%
G HE S 2% . ASCE SRR N RGN E R
b — AL N 2% T R A 22 A AL GRS R, Hs
B O 15 B 18 5 B R T e AWLE A5 B i g

T B . MR T I AHLFRBOE E R 2% 1137
s R AN B EEORE G BRI R AL
AERALARBEOR 3 51 IR 1 e AHLRE R
TAE 2% BR R PR S HUIR, AR TSR 2T
B 2T AN SRk e, Byl
55 AR IS AR BRI 1) <5 75 1 3 A 17 AR SRk 72 U5
6], A ENTANEE 2P AL TR T R
BB, AR TC L W 2% A7 Fr 45005 ) YRR 470
N ZR GBS X G T R B I

SE K

[1] SONG Q H, ZENG Y, XU J, et al. A survey of prototype and
experiment for UAV communications[J]. Science China Infor-
mation Sciences, 2021, 64(4): 140301.

[2] #IRZE, KEN. TANRGE N TEEEN]. BBOR S0
(18 BRMR), 2017, 42(11): 1523-1529.

FAN B K, ZHANG R Y. Unmanned aircraft system and artifi-
cial intelligence[J]. Geomatics and Information Science of Wu-
han University, 2017, 42(11): 1523-1529.

[3] JIANG X, CHEN XY, TANG J, et al. Covert communication in
UAV-assisted air-ground networks[J]. IEEE Wireless Commu-
nications, 2021, 28(4): 190-197.

[4] ZHENG T X, YANG Z T, WANG C, et al. Wireless covert
communications aided by distributed cooperative jamming over
slow fading channels[J]. IEEE Transactions on Wireless Com-
munications, 2021, 20(11): 7026-7039.

[5] ALEX. Russia creates a device capable of “hunting” Starlink
antennas[EB]. 2022.

[6] B, MRERE, &3, & BRCLRERELSRD]. FELIER
225, 2020, 21(5): 520-525.

ZHAO H, LIN Y D, JIN L, et al. Covert wireless communica-
tion: a review[J]. Journal of Information Engineering University,
2020, 21(5): 520-525.

[7] MERIE, &%, FOTE, 55 BT 3D BORBUE I R#OT L&
5 B X A g (3], B R (5 B RN #), 2021, 51(8):
1360-1374.

LIN Y D, JIN L, HUANG K Z, et al. Threat region development
of covert wireless communication based on 3D beamforming[J].
Scientia Sinica (Informationis), 2021, 51(8): 1360-1374.

[8] YAN S H, ZHOU X Y, HU J S, et al. Low probability of detec-
tion communication: opportunities and challenges[J]. IEEE
Wireless Communications, 2019, 26(5): 19-25.

[9] CHEN XY, AN J P, XIONG Z H, et al. Covert communications:



=
) iR

14 .

a comprehensive survey[J]. IEEE Communications Surveys &
Tutorials, 2023, 25(2): 1173-1198.

[10] BASH B A, GOECKEL D, TOWSLEY D. Limits of reliable
communication with low probability of detection on AWGN
channels[J]. IEEE Journal on Selected Areas in Communica-
tions, 2013, 31(9): 1921-1930.

[11] CHE P H, BAKSHI M, JAGGI S. Reliable deniable communi-
cation: hiding messages in noise[C]//Proceedings of 2013 IEEE
International Symposium on Information Theory. Piscataway:
IEEE Press, 2013: 2945-2949.

[12] BLOCH M R. Covert communication over noisy channels: a
resolvability perspective[J]. IEEE Transactions on Information
Theory, 2016, 62(5): 2334-2354.

[13] ARUMUGAM K S K, BLOCH M R. Keyless covert commu-
nication over multiple-access channels[C]//Proceedings of 2016
IEEE International Symposium on Information Theory (ISIT).
Piscataway: IEEE Press, 2016: 2229-2233.

[14] ABDELAZIZ A, KOKSAL C E. Fundamental limits of covert
communication over MIMO AWGN channel[C]//Proceedings of
2017 IEEE Conference on Communications and Network Secu-
rity (CNS). Piscataway: IEEE Press, 2017: 1-9.

[15] YAN S H, HE B, ZHOU X Y, et al. Delay-intolerant covert
communications with either fixed or random transmit power[J].
IEEE Transactions on Information Forensics and Security, 2019,
14(1): 129-140.

[16] LEE S, BAXLEY R J, WEITNAUER M A, et al. Achieving
undetectable communication[J]. IEEE Journal of Selected Top-
ics in Signal Processing, 2015, 9(7): 1195-1205.

[17] 8RR, Xy, oM, & CLRBUaEu isA[]. M
A B LRERS SR, 2020, 12(1): 45-56.

DALY W, LIU G J, CAO P C, et al. A survey of wireless covert
communications[J]. Journal of Nanjing University of Informa-
tion Science & Technology, 2020, 12(1): 45-56.

[18] HE B, YAN S H, ZHOU X Y, et al. On covert communication
with noise uncertainty[J]. IEEE Communications Letters, 2017,
21(4): 941-944.

[19] TA H Q, KIM S W. Covert communication under channel un-
certainty and noise uncertainty[C]//Proceedings of ICC 2019 -
2019 IEEE International Conference on Communications (ICC).
Piscataway: IEEE Press, 2019: 1-6.

[20] SHAHZAD K, ZHOU X Y, YAN S H. Covert communication
in fading channels under channel uncertainty[C]//Proceedings
of 2017 IEEE 85th Vehicular Technology Conference (VTC
Spring). Piscataway: IEEE Press, 2017: 1-5.

[21] SHAHZAD K, ZHOU X Y. Covert wireless communications
under quasi-static fading with channel uncertainty[J]. IEEE

Transactions on Information Forensics and Security, 2021, (16):
1104-1116.

[22] BASH B A, GOECKEL D, TOWSLEY D. Covert communica-
tion gains from adversary’s ignorance of transmission time[J].
IEEE Transactions on Wireless Communications, 2016, 15(12):
8394-8405.

[23] MRERIL, &3, FUE, & MR AT E I 2R T EOROB I
WG LR IEAE HERE T[], IEA5 4R, 2020, 41(7): 49-58.
LINY D, JINL, ZHOU Y, et al. Performance analysis of covert
wireless communication based on beam forming with noise un-
certainty[J]. Journal on Communications, 2020, 41(7): 49-58.

[24] I8, &5, B, & BT RAEE 2 R i s E ).
55 AbHE, 2021, 37(1): 86-94.

WANG X, JINL, LOU Y M, et al. Covert communication based
on the difference of wireless channels[J]. Journal of Signal
Processing, 2021, 37(1): 86-94.

[25] HEAR. WAL S 3 Hiddi S AR 6 K FLAE I8 R G2 v i R A D).
WS AR Wi /KR Tl K22, 2010.

MEI L. Weighted fractional Fourier transform and its applica-
tion in communication system[D]. Harbin: Harbin Institute of
Technology, 2010.

[26] HEAK, Yo%, SRS, AL BUE L R HIEE RS S

KU KR oy B RE S T[], P RO R 3 2 (A AR R}
20R), 2011, 20(5): 361-366.
MEI L, SHA X J, ZHANG N T. The secure communication
system based on single/multi- parameter weighted-type frac-
tional Fourier transform[J]. Journal of Yunnan University Na-
tionalities (Natural Sciences Edition), 2011, 20(5): 361-366.

[27] DONG H, FANG X J, SHA X J, et al. Secure transmission for

—

MISO wiretap channels using general multi-fractional Fourier
transform: an approach in signal domain[J]. IEEE Transactions
on Vehicular Technology, 2022, 71(8): 8702-8716.

[28] fi#, &8, Wi, % 2T MP-WFRFT K2 4ERE S

PERBEEIAD. BT 5E 85, 2023, 454):
1183-1191.
NIL, DA XY, HU H, et al. Research on multi-dimensional joint
modulation for satellite covert communication based on
MP-WFRFT[J]. Journal of Electronics & Information Technol-
ogy, 2023, 45(4): 1183-1191.

[29] SHU F, XU T Z, HU J S, et al. Delay-constrained covert com-

[}

munications with a full-duplex receiver[J]. IEEE Wireless
Communications Letters, 2019, 8(3): 813-816.

[30] SOBERS T V, BASH B A, GUHA S, et al. Covert communica-

=

tion in the presence of an uninformed jammer{J]. IEEE Transac-
tions on Wireless Communications, 2017, 16(9): 6193-6206.
[31] SUN R R, YANG B, MA S Q, et al. Covert rate maximization in



15

BERNE 2023 FHE 8 HA

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

wireless full-duplex relaying systems with power control[J].
IEEE Transactions on 2021, 69(9):
6198-6212.

HEH, ERE, GRERAE. T OME TP HUI A R I A B i %
W] AN LR 5 R, 2022, 58(8): 109-116.

HUI H, WANG Y, ZHANG Y X. Covert transmission against

Communications,

joint transmission detection based on cooperative jamming[J].
Computer Engineering and Applications, 2022, 58(8): 109-116.
SHAHZAD K, ZHOU X Y, YAN S H, et al. Achieving covert
wireless communications using a full-duplex receiver[J]. IEEE
Transactions on Wireless Communications, 2018, 17(12):
8517-8530.

SU Y J, SUN H J, ZHANG Z K, et al. Covert communication
with relay selection[J]. IEEE Wireless Communications Letters,
2021, 10(2): 421-425.

SHEIKHOLESLAMI A, GHADERI M, TOWSLEY D, et al.
Multi-hop routing in covert wireless networks[J]. IEEE Trans-
actions on Wireless Communications, 2018, 17(6): 3656-3669.
R, BDRIE, Ak, ST R DARIAIB R () R 5 e
ThEREEHI[T]. P 23R, 2020, 4(1): 52-58.

LI Z, LIAO X M, SHI J, et al. Intelligent power control for co-
vert communication in cognitive Internet of things[J]. Chinese
Journal on Internet of Things, 2020, 4(1): 52-58.

United States Department of Defense. Unmanned systems inte-
grated roadmap: FY2013-2038[R]. U.S.: United States Depart-
ment of Defense, 2013.

FACHEY K, MILLER M. Unmanned systems integrated road-
map 2017-2042[R]. Arlington County: Office of the Secretary
of Defense, 2018.

ZENG Y, ZHANG R, LIM T J. Wireless communications with
unmanned aerial vehicles: opportunities and challenges[J].
IEEE Communications Magazine, 2016, 54(5): 36-42.
NGUYEN K K, DUONG T Q, DO-DUY T, et al. 3D UAV
trajectory and data collection optimisation via deep reinforce-
ment learning[J]. IEEE Transactions on Communications, 2022,
70(4): 2358-2371.

WANG H C, WANG J L, DING G R, et al. Robust spectrum
sharing in air-ground integrated networks: opportunities and
challenges[J]. IEEE Wireless Communications, 2020, 27(3):
148-155.

R, IRIEER, KR, & BT R/DEEFRIZ AN
LRI 24 22 A AR AR SRS [T]. AR 243, 2021, 42(5): 51-62.
CUI G F, XU Y Y, ZHANG S H, et al. Secure data offloading
strategy for multi-UAV wireless networks based on minimum
energy consumption[J]. Journal on Communications, 2021,

42(5): 51-62.

[43]

[44]

[45]

[46

)

[47]

[48

[}

(49]

[50

=

[51]

[52]

[53

—

[54]

WANG DY, QI P H, ZHAO Y, et al. Covert wireless communi-
cation with noise uncertainty in space-air-ground integrated ve-
hicular networks[J]. IEEE Transactions on Intelligent Transpor-
tation Systems, 2022, 23(3): 2784-2797.

YAN S H, HANLY S V, COLLINGS I B, et al. Hiding un-
manned aerial vehicles for wireless transmissions by covert
communications[C]//Proceedings of ICC 2019 - 2019 IEEE In-
ternational Conference on Communications (ICC). Piscataway:
IEEE Press, 2019: 1-6.

YAN S H, HANLY S V, COLLINGS I B. Optimal transmit
power and flying location for UAV covert wireless communica-
tions[J]. IEEE Journal on Selected Areas in Communications,
2021, 39(11): 3321-3333.

ZHOU X B, YAN S H, NG D W K, et al. Three-dimensional
placement and transmit power design for UAV covert commu-
nications[J]. IEEE Transactions on Vehicular Technology, 2021,
70(12): 13424-13429.

ZHOU X B, YAN S H, HU J S, et al. Joint optimization of a
UAV’s trajectory and transmit power for covert communica-
tions[J]. IEEE Transactions on Signal Processing, 2019, 67(16):
4276-4290.

HUJS, WU Y P, CHEN R Q, et al. Optimal detection of UAV’s
transmission with beam sweeping in covert wireless networks[J].
IEEE Transactions on Vehicular Technology, 2020, 69(1):
1080-1085.

ZHANG ] Y, CHEN X H, LI M, et al. Optimized throughput in
covert millimeter-wave UAV communications with beam
sweeping[J]. IEEE Wireless Communications Letters, 2021,
10(4): 720-724.

JIANG X, YANG Z T, ZHAO N, et al. Resource allocation and
trajectory optimization for UAV-enabled multi-user covert
communications[J]. IEEE Transactions on Vehicular Technolo-
gy, 2021, 70(2): 1989-1994.

ZHOU X B, YAN S H, SHU F, et al. UAV-enabled covert wire-
less data collection[J]. IEEE Journal on Selected Areas in
Communications, 2021, 39(11): 3348-3362.

AR RS, RMME, WEE, 55 C AN 4R B A IR
WOBAE[T]. BT 515 B 243R, 2022, 44(3): 1006-1013.

HU J S, WU L M, SHU F, et al. UAV-relay assisted covert
communication with finite block-length[J]. Journal of Electron-
ics & Information Technology, 2022, 44(3): 1006-1013.

LI M, TAO X F, LI N, et al. Energy-efficient covert communi-
cation with the aid of aerial reconfigurable intelligent surface[J].
IEEE Communications Letters, 2022, 26(9): 2101-2105.
ZHANG R, CHEN X Y, LIU M Q, et al. UAV relay assisted

cooperative jamming for covert communications over rician



. .
W LRIk

B

16«

fading[J]. IEEE Transactions on Vehicular Technology, 2022,
71(7): 7936-7941.

[55] WANG H M, ZHANG Y, ZHANG X, et al. Secrecy and covert
communications against UAV surveillance via multi-hop net-
works[J]. IEEE Transactions on Communications, 2020, 68(1):
389-401.

[56] CHEN X Y, SHENG M, ZHAO N, et al. UAV-relayed covert
communication towards a flying warden[J]. IEEE Transactions
on Communications, 2021, 69(11): 7659-7672.

[57] DU HY, NIYATO D, XIE Y A, et al. Performance analysis and
optimization for jammer-aided multiantenna UAV covert com-
munication[J]. IEEE Journal on Selected Areas in Communica-
tions, 2022, 40(10): 2962-2979.

[58] WHERSE, WERME, XDEA, S5 JTCANUGH B 5 2T BOR

BB LPD @5 R /AT [J]. SR TR 22 (A 8RS,
2022(3): 152-163.
HUJ W, DALY W, LIU G J, et al. Analysis of LPD communi-
cation performance based on beamforming in UAV assisted
scenes[J]. Journal of Chongqing University of Technology
(Natural Science), 2022(3): 152-163.

[59] L1 Z, LIAO X M, SHI J, et al. MD-GAN-based UAV trajectory
and power optimization for cognitive covert communications[J].
IEEE Internet of Things Journal, 2022, 9(12): 10187-10199.

[60] CHEN X Y, ZHANG N, TANG J, et al. UAV-aided covert
communication with a multi-antenna jammer[J]. IEEE Transac-
tions on Vehicular Technology, 2021, 70(11): 11619-11631.

[61] /N, B208, TRE, &8 JCAHLIN &% b N T 75 3 i )
WREHORE ], 1554, 2022, 38(8): 1601-1609.

ZHOU X B, PENG X, YU H, et al. Artificial noise enhanced
short-packet covert communications for UAV networks[J].
Journal of Signal Processing, 2022, 38(8): 1601-1609.

[62] LIANG W, SHI J, TIE Z Z, et al. Performance analysis for
UAV-jammer aided covert communication[J]. IEEE Access,
2020(8): 111394-111400.

[63] WU Q Q, ZHANG R. Intelligent reflecting surface enhanced

wireless network via joint active and passive beamforming[J].
IEEE Transactions on Wireless Communications, 2019, 18(11):

5394-5409.

HEEEN]

BIE& (1999- ) , B, BE%ETREKZEEE
TG A, FEEHFF N [N MIMO.
(SRR N

g8 (1991- ) , B, L, HETEKR
B G TR RIEIR . M4SN, £%
WEFE T N EANEE . BTN K AL
BAR%,

FEE (1990- O , 5, L, HFEFLIK
REEEE TR . it S,
DIV EPN i X A T N 17

BES,

d.h

BEF (1978- O, &, MiFELEREEE
TSR BRI, LB
NFEPOEAE . FElOEE .



	01-2023162-}R×

